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Introduction
Favocado: Fuzzing the Binding Code of JavaScript Engines Using 

Semantically Correct Test Cases

➢ JavaScript Engines

➢ Binding Code

➢ Fuzzing the Binding Code

➢ Favocado

➢ Semantically Correct Test Cases



Introduction- Cont.

Favocado: Fuzzing the Binding Code of JavaScript Engines Using Semantically 
Correct Test Cases

JavaScript Engines- Vulnerabilities

Binding Code-Vulnerabilities
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Favocado

Why FAVOCADO ?
➢ Generate Syntactically and semantically Correct Test case 

➢ Build effective binding Fuzzer



Architecture and Design of Favocado



Architecture OF Favocado



Favocado

Semantic Information Construction

Favocado Parses
➢ Binding object names

➢ Binding object methods

➢ Binding object properties.

Favocado Parses
• Related binding objects 



Favocado

Semantic Information Construction



Favocado- Dynamic 
test case generator 
and fuzzing ➢ Select Binding objects

➢ Generate a test case generator 
(fuzz.js) with semantic info of the 
selected binding object

➢ Executing the text case generator.



Favocado-Test 
case generator



Favocado-
generated JS 
format
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Evaluation



Favocado-Evaluation



Favocado-Evaluation Result



Comparison



Conclusion



Observation

1.Fuzzing process can be more efficient.

2.Favocado does not rely on a specific feature of 
JavaScript.

3. They could not completely avoid manual effort to 
construct the semantic information of binding code 
that Favocado can process.

4.Memory related errors, such as memory leakage is 
not explained 
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